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PA3BPATHBIE JEHCTBUS C UCITIOJIb30BAHUEM CETU UHTEPHET
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Kpvimckuit ghedepanvhuiii ynueepcumem um. B.U. Bepnaockozo

CraTbs NOCBsILEHA aHAIN3Y OJHOIO M3 IPECTYIICHUH, MOCITarolUX Ha MOJOBYI0 HENIPUKOCHOBEHHOCTh
HECOBEPILECHHOJICTHUX — Pa3BPaTHBIM JICHCTBUAM € UCIIOJIb30BaHUEM pecypcoB MHTepHeT. B cTathe paccMoT-
PEHBI MEXaHU3MbI COBEPILECHUS Pa3BPATHBIX ACHCTBUI B OTHOIIEHUH JIUII, HE JOCTUTIINX BO3pacTa LIECTHa-
JIIaTH JIeT, mocpencTBoM cetu VHTepHeT. MccienoBaHbl BOMPOCH KBATH(HUKALUK Pa3BPaTHBIX AEHCTBUIL ¢
ucronb3oBaHueM cetd MaTeprer. O003HauCHBI OCHOBHBIE IPOOIEMBI BBIIBICHUS TaKUX NMPECTYNHBIX ACSHUI
JUIS TIPUBJICYEHHUS K OTBETCTBEHHOCTH M Pa3pabOTKM CPEJCTB 3alIUTHI OT HUX, BOZMOXKHBIE ITyTH UX pa3pele-
HUSL.

Kniouesble ciioBa: pa3BpaTHbIC €CTBUS, YyTOJOBHAsI OTBETCTBEHHOCTD, IPECTYIJICHUS IIPOTUB II0JI0BOM
HENPUKOCHOBECHHOCTH HECOBEPIIEHHOJIETHUX, CETh MIHTEpHET.

Ha coBpemenHOM 3Tarie pa3BuTHsl o0mIecTBa MIHTepHET cTal HE3aMEHUMBIM DJIEMEH-
TOM 00y4eHUsI, paboThl 1 KOMMYHUKAIMH. BONbIIOe KOJTMYECTBO IEKTPOHHBIX MOYT, CO-
LUAJIBHBIX CeTel U CaliTOB 3HAKOMCTB 3aIlOJIOHMJIN 3HAYUTENbHYIO 4acTh BCEMUPHOH ce-
TH. YenoBek yxe He MPEeNCTaBIsIeT CBOIO MOBCEAHEBHYIO )KU3Hb 0€3 MX MCIIOJIIB30BaHHMS.
Ho Hapsiny ¢ MHHOBallMOHHBIM Pa3BUTHEM MOSBISIETCS MPECTYIIHAS NEATENbHOCTh, KOTO-
pasi COBEpLIAETCS C MCIOJIb30BAHUEM KOMIIBIOTEPOB, CHCTEM M KOMIIBIOTEPHBIX CETeH U
WuTepHeTa, Tak Ha3biBacMas, KHOepIpecTymHocTh [ 1, ¢. 19].

Ha ceroanst kubeprpecTymHOCTh MOYKHO CUUTATh HOBBIM BHJIOM IPECTYIHOCTH, CY-
HIECTBYIOUIMM B oOmiectBe. Tak, MpecTymJeHus, COBEpIIaeMble B KHOEPIPOCTPAHCTBE,
00BbeIMHEHBI cepoli MPOSBICHUS, & IMEHHO BCEMUPHOW ceThio MHTepHeT, ucrons30Ba-
HHEM KOMITBIOTEPOB, CUCTEM | ceTel [2, ¢. 121].

[NosiBienne kubeprpectymieHnit B koHre XX - Havane XXI Beka 00yciioBuiio HeoO-
XOOUMOCTh HX NPaBOBOTO 3aKpPEIUICHHS, KBaJHU(PHUKALUK M TNPHUBICYECHUS K YrOJOBHOU
OTBETCTBEHHOCTH JIMIL, BUHOBHBIX B MX COBEPIICHHH, KaK Ha MEXAYHApOJHOM, TaK U Ha
roCy/IlapcTBEHHOM ypoBHE. B oTBeT Ha pacmpocTpaHeHHe MPecTYIUIEHUH ¢ HCIOIb30Ba-
HUeM ceTn MHTepHeT ObII IPUHAT PsiA MEXKIYHAPOIHBIX IPABOBBIX aKTOB, HAIPaBJICHHbBIX
Ha MUHUMU3AIMIO TTochencTBri kubeprnpectynHocT. Tak, B 1989 rony Obutu yTBEpKIEe-
bl KomuTerom Munuctpos coBera EBponsl Pekomennanuun Ne 89, pazpaborannsie Cre-
mransHeIM Komurerom sxcnieproB CoBeta EBponbl 1o BolipocaM MpEeCTYIHOCTH, CBsI3aH-
HBIE C KOMIBIOTEPaMH, COJEPKAIINe CIIMCKA NPABOHAPYILIECHUH C MCHOJIb30BAHHEM KOM-
IBIOTEPOB, KOTOPBIE JOJDKHBI CUYMTAThCS HakazyembiMu. 23 Hos0pst 2001 rona B r. Byxa-
nemT Obuia npunaaTa EBporneiickas KoHBeHIMs 0 KHOepNpecTymHOCTH (TPECTYIICHUS B
KHOEepIpOCTPaHCTBE) € LENbI0 pealn3alud oOleil MONMUTHKH 10 BONPOCaM YTOJOBHOTO
TpaBa JJIs 3allruThl 00IIecTBa OT KHOepmpecTymHocTH |3, ¢. 9].

K mpectymHpM nesHuSM, KOTOpBIE TPeOYIOT O0COOOTO BHHUMAHHWSA, OTHOCSTCS Tpe-
CTYIUIEHHs TPOTHB IOJOBOW CBOOOIBI M TOJIOBOM HENPUKOCHOBEHHOCTH. OTBETCTBEH-
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HOCTBH 3a pa3BpaTHEIC ACUCTBH periaMeHTupyeTcs cT. 135 YromoBHOTO Konekca Poccnii-
ckoit deneparuu (nanee — YK PD) [4].

IIpoGema MOIOBBIX MPECTYIUICHUH MTPOTHUB HECOBEPIIEHHOIETHUX BCET/Ia MPHOOpe-
Taja MUAPOKUHA OOIIECTBEHHBIN pe30HaHC. DTH MPECTYIUICHUS SBISIOTCS ONHUMHU U3 Ca-
MBIX ONAaCHBIX, KOTOPBIE MOTYT COBEPILATHCS YEIOBEKOM, NOO OHM HampaBlICHbl MPOTUB
HaunOoJiee He3alIMIIEHHBIX WIEHOB obmiecTBa — neteid. Ha ypoBHe MupoBoro coobmiectsa
0coboe BHUMaHHE yAeseTcs 3alnuTe peOeHKa, mpaBaM HECOBEPIIEHHOIETHUX, OXPaHe UX
30POBbsl U MHTepecoB. PazBuThe obOuiecTBa, TEICKOMMYHUKAIIMOHHBIX cucTteM, MHTep-
HETa, MeYaTHBIX CPEJCTB MacCOBOH MH(OpPMALUU MPHUBEIH K TOMY, YTO B OTKPBITOM J10-
CTYTIE TIOSIBIIAETCS OOJBIIOE KOJIHMYECTBO MPOTYKITHH 3POTUIECKOTO U MOPHOTPadUIECKO-
ro XapakTepa, KoTopasi IPOTUBOPEYUT HOPMaM MOPaad U BOCIHUTAHUS AETE, MOJIOACKH.
[Ipoucxoaut 3HaYUTEIHHOE MaJICHUE OOIIECTBCHHON Mopaiu [5, ¢. 12].

HecmoTpst Ha TO, 4YTO MHOTME YYEHBIE YTBEP)KAAIOT, YTO COBEPLICHUE Pa3BPaTHBIX
JIEHCTBHI MOCcpeAcTBOM ceTn VHTepHEeT XapaKTepu3yeTcs HeOONBITUM YPOBHEM OOIIIe-
CTBCHHOW OIAcCHOCTH, TaK KaK JaHHOE IPECTYIUIEHHE coBepliaeTcs 0e3 MpUMEHEHHUS
HACHJIMS, BCE K€ JaHHas MpoOiieMa SIBISETCSI aKTyaJlbHOW B BHAY TOTO, YTO, B JIIOOOM
ClIy4ae, 3TO CeKCyallbHOE MPECTYIUICHNE, KOTOPOe HETaTUBHO BIIMSET Ha elle He C(hopMHu-
POBABIIYIOCS TICHXHUKY peOeHKa. MHOTOYNCIIEHHBIE MCCIEIOBAHUS YCTaHABIUBAIOT, UTO
CEKCYaJbHBIE MOCSTaTeIbCTBA B OTHOUICHUH JETEH CIOCOOCTBYIOT Pa3BUTHIO Y HUX TICH-
XUYECKHUX PacCTPOICTB U 3a00JIeBaHUM, HAPYIICHUH B Pa3BUTHU WIACHTUYHOCTH, CHIKE-
HUIO CEKCyaTbHOW yOBIIETBOPEHHOCTH M PACCTPOWCTBY MAPTHEPCKUX OTHOIICHUH B Oy-
JyIIEM.

Jlunia, He TOCTUTIIME BO3pACTa IIECTHAALATH JIET, B CHIIY CBOUX (PM3MUECKUX U TICH-
XUYECKHX OCOOCHHOCTEH SABIISIOTCS OCOOSHHO VSI3BUMBIMH, TaK KaK B JAHHOM BO3pacTe
OHU ellle He CIOCOOHBI 10 KOHIIA OCO3HABATh MOCHEACTBUS CBOMX AeiicTBuil. [logpocTku
BO BCE BpEMEHa XOTENU UMETh HOBBIX JIpY3€H, CTPOUTH MEepBble POMAaHTHUYECKUE OTHOIIIE-
HUS U TIO3HABATh COOCTBEHHYIO CEKCYaJIbHOCTh. B CBSI3M € A3THM, OHM MOTYT TIPOSBISTH
HEOCMOTPUTENBHOEC BUKTUMHOE MOBEJCHHUE, OXOTHO BCTYMAasl B KOHTAKT C HE3HAKOMBIMU
JUIIAMH, PACKPETOIIEHHO OOCYXAas TeMbl CEKCyallbHOro XapakTepa. JlaHHOe sBIeHHe
nonydmino B Poccuu pacmpocTpaHeHue B yKacHBIX MacmTabax. [IpakTuuecku Kaxmblid
TPETUI HECOBEPIIEHHOJETHUI, HE AOCTUTIIMA BO3PACT LIECTHAAATH JIET, MOJy4all CO-
0O0IIIeHNEe CEKCYaTbHOTO COJIEPKAaHMsI OT HE3HAKOMOTO JIUIIA.

Eme ogHMM BOIpOCOM, TPEOYIOIIUM pa3pelleHHsl, IBISETCS BOMPOC KBATU(PUKAIINN
JIAHHOTO MPECTYIUICHUS, TaK KaK JO CErOJHAIIHEro HS HU B 3aKOHOJaTenbcTBe Poccuii-
ckoil @enepanuu, Hu B [loctanoBnenuu [Inenyma BepxoBHoro cyga P® He ycTaHOBIIEHO
JIOCTAaTOYHO YETKO, M0 KakuM cTaThsiM YrosioBHOTO Kojekca Poccuiickuit deneparuu
clielyeT TPeabsIBIATh OOBUHEHHE 32 COBEPIIEHHE pa3BpPaTHBIX JEHCTBHI MOCPEICTBOM
cetu UHTEpHET.

Takum 00pa3zoM, MENbI0 UCCICIOBAaHUS SIBISICTCS M3yUYeHHE MEXaHHW3MOB COBEpIIe-
HUS Pa3BpaTHBIX JEUCTBUM B OTHOLICHUU JHI], HE JOCTUIIIMX BO3pacTa IIECTHAALATU
JIeT, mocpencTBOM ceTh MHTepHeT, pa3paboTka CpelICTB 3alIUThl OT HUX, & TaKXkKe Hccie-
JIOBaHUE BOTPOCOB KBATM(PUKAIIUK 32 COBEPIICHHE JIAHHOTO MTPECTYIUICHUS.

HeynuBuTenbHO, 9TO COBEpIICHHWE NMPECTYIUIEHWH CEKCyaTbHOTO XapakTepa CTallo
BO3MOXXHBIM C IOMOIIBIO ceTH MHTepHeT. B 3TOM acrnekre peyb UIET HE O PeaIbHBIX Qu-
3UOJIOTUYECKUX TIOJOBBIX CHOILICHMSIX, a O «BUpPTyalbHbIX». Hepenko Takue aeicTBus
SIBIISIIOTCS TIPEATIOCHUIKONW COBEPIIEHHUS MPECTYIICHUH YXKE B pealbHOMN KU3HU (BOBIEUE-
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HHUE B NPOCTUTYLIUIO, TOPTOBJS JIFOABMH, IOXMIICHUE JIOJEH, U3rOTOBJIEHUE U PACIIPO-
CTpaHEHHE MaTepUATIOB MOPHOTPaQUIECKUX XapaKTepa).

Ha ceromusiuiHuii 1eHb 3IOYMBIIUICHHUKH Yallle BCErO HCHOJIB3YIOT A OECKOH-
TaKTHOT'O Pa3BpallleHHs MOIPOCTKOB TaKUe KaHaJbl Iepeady IEKTPOHHOH HHpopManun
KaK: COL[MaJIbHbIC CETH, JIICKTPOHHAS MOYTa, MOOWIbHBIE MpHioxkeHus Tuna WhatsApp
wu Viber, caiiTbl 3HAKOMCTB, POPYMBI U 4aThI [6, c. 123].

CoBepIleHUIO Pa3BpPaTHBIX ACHCTBUH B OTHOIIEHHH HECOBEPILEHHOJIETHUX IOCpPE.-
CTBOM C€TH VHTEpHET MOoUTH BCerza MpenllecTBYET YCTaHOBIEHUE JOBEPUTEIBHOTO KOH-
TaKTa C JIMLOM, HE JOCTHUTIIMM BO3pacTa BOCEMHAATH JieT. Takue nefcTBUs 310yMBIII-
JICHHUKA, SIBJISIOIINECS, 110 CyTH, IPUTOTOBICHUEM K COBEPLICHMIO MPECTYIUICHHS, UMe-
HYIOTCS B 3apyOeKHOM TUTepaType Kak «knuoeprpyMuHr [7, c. 152].

PaccmoTpum Oonee moapoOHO cmoco® coBeplleHHs pa3BpalleHUs] HECOBEPIICHHO-
JETHHUX C UcTonb3oBanneM cetr MuatepHer. CoBepIiieHne yKa3aHHBIX TEHCTBUI BO3MOXK-
HO IpU OOIICHUN NPECTYIHUKA M KEPTBBI B COLMAIBHBIX CETAX, CalTax 3HAKOMCTB, HUH-
TEpHET-CPEACTBaX KOMMYHUKAIIUH.

IIpecTynHuK, *eNnarouuii MO3HAKOMHUTHCS C MAaJIOJETHHMHU (HECOBEpIICHHOJIETHU-
MH), KaK IpaBWJIO, CaM IIOJBICKUBAET JKEPTBY B COLMAIBHBIX CETAX, 3aTE€M IOCBHUIAET
3JIEKTPOHHOE IHCHMO C 3aIPOCOM Ha ApYyxOy. AKKayHTBI MOTYT COJIEpXaTh KaK MpaBIu-
BYI0 HH(OPMAIIHIO O TMYHOCTH MPECTYIHUKA, TAK U OBITh BHIMBIIIJICHHBIMH, TTOJI TICEBJIO-
HUMOM HECYILIECTBYIOILEr0 HecoBeplieHHoneTHero. C Te4eHHeM BpPEMEHH, KOraa Ipe-
CTYHHMK M JKEPTBa HAUWHAIOT IPYKUTh B CETH, [EPENHUCHIBAIOTCS, ACTATCS HOBOCTSAMH,
JIUIO TUIAHUPYET MPUCTYNHTh K PACTICHUIO HECOBEPILIECHHOJETHErO, MbITAETCS BOWTH B
JIOBepHUe, 3aBOEBaTh YBaXKCHHE M MPUBSI3aHHOCTH MOTepIreBiiero. BrnocneacTeuu, Koraa
3Ta NPOMEXYTOUHAs LeIb TOCTUTHYTA, IPECTYIHUK HAYMHACT BECTH PAa3rOBOPHI HA CEK-
CyalbHbIe TEMBI, pacclpalluBaTh 00 MHTUMHOM >KU3HU MOAPOCTKA, MOKET, MOChIIaeT ¢o-
Torpaduu COOCTBEHHOT0 OOHA)KEHHOTO TeJla MJIH IMOJIOBBIX OPraHOB W MPOCHUT, YTOOBI H
HECOBEPIICHHOJETHHUH MPUCIIAT eMy CBOH (oTrorpadun B oOHakeHHOM BHe. Eciu mocie
3TOTO BHHOBHBIA M MOTEPIEBIINI MPOAOIDKAIOT OOLICHHE BO BCEMUPHOM CETH, TO OHHU
MOTYT TIEPEHTH C CaHTOB 3HAKOMCTB K CETSIM, KOTOpbIC MOJICPKUBAIOT ayJU0- U BH-
neooOmeHust. IMEHHO ¢ MCIOIb30BaHUEM 3TUX CPEACTB CBs3aHBl HaNOOJIEE TPAaBMUPYIO-
LIUE CIIy4aHu COBEPIICHUSI pa3BpallleHUs] HECOBEPILIEHHOJIETHUX [8, c. 15].

OrneHnBas cTereHb O0IECTBEHHON OMACHOCTH COBEPIIEHHS pa3BpaTHBIX JIEHCTBUH B
OTHOIIIEHWU HECOBEPLICHHOJIETHUX MOCPEACTBOM ceTH MHTepHeT, cieayeT oOpaTUThCs K
yrBepxkaenuio A. [I. O6epeMueHKO, KOTOPBIN B CBOEM MCCIIEAOBAaHUN TOBOPHII O TOM, UTO
PasToOBOPHI HA MHTUMHEIC TEMBI HJI OOMEH OTKPOBEHHBIMH (POTO- U BUICON300paKEHUSI-
MU XapaKTepPHU3YIOTCsI OTHOCUTEIBHO HEBBICOKUM YPOBHEM OOIIECTBEHHOW OMacHOCTH [9,
c. 69].

Ho, ¢ npyroii ctopoHsl, HEOOXOANMO TaK)KE YUUTHIBATh CENU(PUKY HHPOPMALIOH-
HO-TEeJIEKOMMYHHKAIIMOHHBIX CETeH, MOCKOIbKY JaHHOE CPEICTBO:

® 2T BO3MOXXHOCTb TMPECTYIHHUKY JEHCTBOBaTb AaHOHMMHO, CO34aB s
HECOBEPLIEHHOJIETHET0 HE0OX0IUMBII 00pas;

® [03BOJISIET KOMMYHHMLHUPOBATh Cpa3y C OOJBIIUM KOJWYECTBOM JIML, HE
JOCTHUTIINX COBEPILECHHOJICTHS;

® TpaHCTpaHWYHO (JEHWCTBHE HE TMPOHUCXOJUT B TPAHHIAX OMNPEACICHHON
TEPPUTOPHH, YTO CEPHEZHO YCIOKHAET MOMCK MOTEPIEBIINX);

e o0ecrneurBaeT BHICOKYIO JJATEHTHOCTh COBEPIIAEMBIX MPECTYITHBIX IETHUH.
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Bce BhINIeykazaHHBIE OOCTOSTENHCTBA, OE3yCIOBHO, YCIOXKHSIOT MPOIECC BhISBIIC-
HUSl, IPECEUEHNS U YTOJIOBHOTO IpECIeI0BaHMs JIMIL 38 COBEPIICHHE MTPECTYILUIEHUH Tpo-
THB TOJIOBOM HENMPHUKOCHOBEHHOCTH HECOBEPIICHHOJIETHHUX C MCIOIh30BAHUEM CeTH MH-
tepueT [10, c. 324].

Taxk, B mepuog ¢ 2013-2015 r.r. B conmanbHoOU cetn «BroHTaKkTe» JAeiicTBOBAN Mad-
K «Mogusiii npuroBop Cumdepornonby, KyJa HeM3BeCTHbIE JIMLA CKUABIBAIN (OTO 00-
Ha)KCHHBIX JIEBYIIEK, He JOCTUTIINX Bo3pacTta 18 yeT, n mpu3bBaiid uX OWUTH 3a HEHO-
croiiHoe moBeneHue. OmMHOM U3 NeByIlek, Ybn (pororpadum monaiu B JaHHOE COOOIIE-
CTBO, sBysnach 13-netHsist H., koTtopas crana »«epTBoil pa3BpaTHBIX AelicTBuil B cetn UH-
TEpHET.

Taxk, H. mo3HakoMmiIachk ¢ MOJIOALIM 4eI0BeKOM b. B conmanbHOM ceTn «BKOHTaKTeY.
WNuannmatopom oOmeHus ObLT MONIb30BaTeNb b., OH BBICTYMAeT B aKTHBHOM POJIH, BBOAMT,
MOIJIEPKMBAET M Pa3BHUBAECT OCHOBHBIE TEMBI O€CeNbl, a TaKkKe BBIACHSAET, 4To H. cunmraer
ce0sl HeZIOCTAaTOYHO KPAacHBOM M MMEET HU3KYI0 CaMOOIEHKY. B Xo/e mepenucku mapeHp
MIPUMEHSET PAa3INYHbIE TPUEMBI IICUXOJIOIMYECKOT0 BO3/IEHCTBUS Ha HECOBEPIIECHHONET-
Hee JIUIO C 1eNblo (OPMHUPOBAHKS Y Hee TOTOBHOCTH MPUCHLIATH CBOU (HOTO- U BUAECO-
n300pakeHns: B 0OHA)KEHHOM BHJIE:

— yOexeHne HeCOBEPIIICHHOIETHEH B TOM, YTO Hajn4une 0OHaXKeHHBIX GoTon300pa-
JKEHHH SBIISICTCS MPABUIBHBIM, IPHEMIIEMBIM, HEOOXOIUMBIM, BEJIb OHa OYCHb KPacUBa,

— ycraHoBleHue ¢ H. moBepuTenbHBIX KOHTAKTOB, M YOEXK/ICHHE €€ B TOM, YTO €CIU
OHAa HE CKUHET (POTO, MapeHb MPEKPATUT C Hell OOIIeHNE TI0 MPUIHUHE TOTO, YTO «IJIS JTI0-
OMMOT0 YeloBeKa MOXKHO cemarh napy ¢pororpaduii, HIYETO CTPAIIHOTO HE CIyUUTCS»;

— aneJUTSIIIU K «B3POCIOCTH» JIEBOUKH;

— ybexxnenue noip3oBareis H. B Tom, 9To monbs3oBarens b. pacmpocTpanuT goto, Ha
KoTopoM H. 3amevariiena B 0OHa)XCHHOM BHJIe, B CIIy4ae OTKa3a MOCJIEAHEH BCTYIHUTH B
MOJIOBOM KOHTAKT ¢ ToJIb30BaTeneM b.

ITo utory H. oTka3anach BCTynath B MOJOBOM KOHTAKT ¢ b., B CBSI3U ¢ 4ueM cTalia re-
pouHelt mabnuka «Moanblil mpuroBop Cumdepononsy, KyJaa ObUTH OTHPABISHBI ITOJIB30-
BateneM b. Bce ee oOHaxkeHHbIe oTorpaduu. K coxaneHuro, u3-3a HEYBEpEHHOCTH B Ce-
0e, TpaBIM CO CTOPOHBI OKPYXKAIOIINX, JIEBOYKA paccka3ana 000 BCEM CITyYHBIIEMCS
TOJIEKO CBOMM TOJpyraM (pOBECHHUIaM), 0OSCH MOAETUTHCS 3TOM MpOOIEMON ¢ poauTe-
JISIMHM, TIeJJarOTaMH U IPYTUMHE B3POCIBIMHE JTFOJIbMH, KOTOpbIe 00bEKTUBHO TTOHHUMAJIH, YTO
B JIaHHOW CHUTyallud MMEET MECTHO HE pacIyTHOE MOBEJCHHE HECOBEPILICHHONETHEH, a
MpecTyIUICHHE.

Takum 00pa3oMm, BBISIBUTH CIy4daud COBEPILEHUS pa3BpaTHBIX AeiicTBuil uepe3 Mutep-
HET JOCTAaTOYHO CJIOXHO, MMOCKOJIBKY OHM, KaK MPaBHIIO, HE TOIYYaroT OIJIacKy. DTO BO3-
MOJKHO CJIelaTh TOJBKO TpW OOUICHWH JETe CO CBOMMH POIMTENSIMH, BHHUMATEIHHOM
CIIeXKEHUH 32 TIOBEJICHHEM JIeTel, KpyroM ux npysei u obmienwus. [llupokoe pacmpocTpa-
HEHHE TMONTy4HJIa ACATEIbHOCTh TaK Ha3bIBAEMBIX «KHOEP-HSHBY, KOTOPhIE MPU3BAHbI BbI-
SBJIATH JIMILI, UCIIOJIB3YIOIIMX COLMAIbHBIE CETH JUISl COBEPILIECHUS Pa3BPAaTHBIX AEHCTBUH C
HECOBEPUICHHOJIETHUMH M PACHpPOCTPAHSIONINE MaTepHalbl OPHOTPadUIECcCKOro Xapak-
tepa. Ilom «kubep-HIHAMNW» TOHWMAIOT, KaK KOMIBIOTEpHYIO mporpammy («Kubep-
HSHS») TIEPEKPBITHS JOCTYTa eTel K MOJIb30BaHHUIO CaliTaMH aMOPaIbHOTO M KECTOKOTO
XapakTepa, TaK W JII0AeH, KOTOpbIe BBIABISIOT aKKayHTBI M CAWTHI JIML, SBJISIFOIIUXCS I10-
J03pEBAaCMBbIMU B COBEPILICHUH INPECTYIJICHUH CEKCYyalbHOTO XapakTepa, W ONOKHPYIOT
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uX. OCOOEHHO aKTUBHO AEATEIBHOCTh «KUOEP-HSAHbY MIPUMEHSIETCSI B AMEpHKE U CTpaHax
EBponei [11, c. 159].

OTnenbHbIE CTPaHbl OPraHU3YIOT JESITEIbHOCTD CIIELUAIN3UPOBAHHBIX LIEHTPOB, KO-
TOpBIE HETIOCPEICTBEHHO 00eCIeunBar0T 0e30I1aCHOE M0JIb30BAaHNE BCEMUPHOM ceThio 03
pUCKA CTaTh XEPTBOM IIPECTYIUICHUM, B TOM 4YHCIIE, CEKCyalbHbIX. Tak, B Pocculickoi
Oenepanyu B 2012 roxy 6bu1 cozaan LleHTp 3aluThl paB U 3aKOHHBIX HHTEPECOB TPaX-
nmaH B nHpOpManmnoHHOH chepe «UucTerii MIHTEpHETY, 3a7aUell KOTOPOTo SBISETCS I0CY-
JieOHOe OJIOKMPOBAaHWE CAWTOB C JICTCKOM MOpHOTpadueid, nHpopMamnmed o crocodax co-
BEpILIEHUS CYUIHIa U HapKOoTHUKax [12].

B Bemukobpurtanuu B 2006 Tomy C 1eNbI0 BHEIPEHUS MEXaHW3MOB 3allUTHI JIETEH,
MOJIOZICKH OT CEKCYaJIbHOW 3KCIUIyaTallid M HACWIIUS B CETH M BHE ceTu VHTepHET ObLI
co3nad LleHTp 3ammTel OT JeTCKOM sKcrmyaTauuu W oHnaiin npectrymienuid (Child
Exploitation and Online Protection Center (CEOP). LlenTp urpaer pemarouryio poib MpH
B3aUMOJICMCTBUM BCEX I'OCYAAPCTBEHHBIX M HETOCYIAPCTBEHHBIX OPraHOB U OpraHU3alui
JUTSL 3aIUTHI JICTCH, MOJIOBIX JIFOJIeH, ceMell U O0IecTBa B IIEJIOM OT NeAO(UINH U CEK-
CyaJIbHBIX MPECTYIHHUKOB, B TOM YHCIIE T€X, KTO UCIOJb3yeT HTepHeT U Apyrue TeXHO-
JIOTUH ISl CEKCYaIbHOM 3KCILTyaTaluu fAeTel. [IesTenpHOCTh 9TUX OpraHn3aluil HaXOANUT
HNOJ/ICPKKY IMIMPOKUX CIIOEB HACEJIEHUS W CIIOCOOCTBYET COTPYIHHYECTBY Pa3IMUHBIX
OpraHu3alyii ¥ YaCTHBIX JIMII TSl JOCTIKEHHS 00ILeH Leu.

Crnenytomieit mpo0iIeMoii SBISETCS BONMPOC KBATH()HUKANWN JAHHOTO MPECTYILICHHUS,
TaK KaK 4acTO MPECTYMHOE MOCATaTeNIbCTBO HA MOJIOBYIO HEIPUKOCHOBEHHOCTh HECOBEP-
HIEHHOJIETHUX TIOCPEACTBOM ceTh MHTepHEeT coBepliaeTcs ¢ UCIOJIb30BaHueM (PoTo, BH-
Je0, ayauo (aiioB, KOTOPbIE OTHOCSTCS K KATErOpUU MOPHOTPapUIECKUX, U B TAKUX CH-
Tyanusax BO3HUKAET BOTPOC, CIEAYET JIM OTIEIBHO OT pa3BpaTHBIX aercTBuil (cT. 135 YK
P®) kpamudumposates ganHoe nessHue no 1. "6" 4.3 cr. 242 YK PO, 1160 sxe npoBoANTh
KBaJIM(UKAIIUIO JAHHOTO JISTHUS TOJIBKO IO COOTBETCTBYIOIIECH YacTu cT. 135 YK P® [4].

Tak, I'., IBISSCH COBEPIICHHONIETHUM JIMLIOM, PEAIU3YS CBOM MPECTYNHBIM YMBICEN —
COBEpILIEHHUE Pa3BPaTHBIX NEHCTBUII B OTHOIICHUH HECOBEPIICHHOJETHUX ITOCPEICTBOM
cetu UuTepHer (commanbHas ceTh «BKOHTaKTe)), OCYIIECTBUI HEMPUCTONHYIO MEepPEeTnc-
Ky Ha CEKCyaJIbHYIO TEMy C HecoBeplIeHHoJeTHel neBymkoi K. B xoxe nepenucku ae-
BYIIIKA MOJIy4lJia HE MeHee 5 (aiiioB 3perupoBaHHOIO MOJIOBOrO opraHa I'., a Takxke He
menee 10 Qaiinos, comepxaniyx MaTepuaibl mopHorpadguyeckoro xapakrepa. I'. qedcTBys
C YMBICJIOM Ha pacrlpoCTpaHeHUe MOPHOTpadUIECKUX MAaTepPHAaIOB CPEH HECOBEPIICHHO-
JIETHUX, OCO3HABAas, YTO €ro JEHCTBUS HOCST OOIIECTBEHHO OMNACHBIA XapakTep, kesas
COBEPIIUTH MPECTyIUICHHEe, YMBIIUIEHHO HanpaBui K. Qaiinbl, copepikaiiye n3odpaxeHne
nopHorpadguyIeckoro xapakrepa B BHJIE 3PETUPOBAHHOIO NojoBoro oprana ['. IIpu sTom
NPECTYIHMK 3apaHee OCO3HABaJ, YTO CBOMMH ACHCTBHAMHU OH IOCSTaeT Ha OOIIECTBEH-
HYI0 HPaBCTBEHHOCTb, IICHXOJIOTHYECKOE COCTOSHHE JIEBYLIKH, HE JAOCTUTIIEH BO3pacTta
BOCEMHA/IIIATH JIET, TaK KaK HE3aKOHHOE U3TOTOBJICHHUE M 000POT MOPHOrpapHUECKIX Ma-
TEpHUAJIOB U IIpeaMeTOB 3ampeiieHsl YK PO.

Takum o0pazom, I'. coBepmm OECKOHTaKTHOE MOCATATENILCTBO HA TIOJIOBYIO HEIIPH-
KOCHOBEHHOCTh HECOBEpIIEHHOJIETHEW. KpoMe TOro, CBOMMM yMBIIUIEHHBIMU JEHCTBUS-
MU [. coBepIvI He3aKOHHOE M3TOTOBJIICHUE M PACTIPOCTpaHEHNE MOPHOTpapUIecKux Ma-
TEpPHUAJIOB CPEAN HECOBEPLICHHOJIETHUX MOCPEACTBOM CETH VMHTEpHET, TO €CTh MpPecTyI-
JieHus, npeaxycMotperHsie 4. 2 ¢T. 135 YK PO, . «6» 4. 3 cr. 242 YK PO [13].
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[lo uHOMY aHaNIOrMYHOMY A€y CYZ HE COIVIACHJICS JaHHOH KBanuuKauen aesHus,
yKa3aB Ha TO, YTO OTIIPaBKa MaTepHaIOB OPHOrPaUUECKOrO COACPIKaHUs OXBAaTHIBACTCS
YMBICJIOM COBEPIIAEMOI0 MPECTYIUICHUS U SIBJISIETCS YacTbiO OOBEKTHUBHOM CTOPOHBI M HE
TpeOyeT JOMOIHNUTENbHOM KBauuKanuu 1o ct. 242 YK PO [14, c. 32].

CymecTByeT TakXe pelIeHHe Cyla, B COOTBETCTBHH C KOTOPBIM JIMIY OBUIO Mpeab-
SBJICHO OOBMHEHHE B COBEPILEHHH MPECTYIUICHUs, MpexycMoTpenHoro 4. 3 cr. 135 YK
P®, re 0OBUHSIEMEBIH OTIPABIISLT YICKTPOHHBIE COOOIIEHU, a Takke (OTo U BHIEO (haii-
Tl TOPHOTpaUIECcKOTO XapakTepa, HO Takue NEHCTBUS HE KBATU(HUIHMPOBAINCH IO CT.
242 YK P®. CoBOKYITHOCTh NPECTYINICHHH MOXKET OBITH TOJBKO B TOM CIy4ae, KOorja co-
BEpLICHHBIEC IPOTUBOIPABHBIE JESIHNS HAIPaBJICHBI IPOTHB PAa3HOPOJHBIX OOBEKTOB IIpe-
CTYITHOTO TIOCSITaTeNbhCTBA. Tak 00BEKTOM MPeCTYILIEHHs, MPeaycMOTpeHHOTO cT. 135 YK
P® BricTynmaeT HOpManbHOE MOJIOBOE U HPAaBCTBEHHOE Pa3BUTHE, B TO BpeMs, KOTJa 00b-
eKkToM cT. 242 YK P® sBisercs oOmecTBeHHass HPaBCTBEHHOCTD, TaKKe MPUMEYaHHUE K
ct. 73 YK PO ne otHocut cT. 242 YK P® k npecTyruieHusIM pOTUB TTOIOBON HEMPHUKOC-
HOBEHHOCTH HECOBepILIeHHOJEeTHUX. [loaTomMy Oosiee MpaBUILHON M TOYHOM KBaM(UKa-
et OyIeT CooTBeTCTBEHHO 1o ¢T. 135 1 242 YK P® [15, ¢.397].

Takum 00pa3oM, MPECTYIJICHUS! CEKCYaJIbHOI'O XapaKTepa MPOTHB HECOBEPIIEHHO-
JIETHUX C HCIOJNb30BaHHEM IHTepHET-pecypcoB NPEINCTABISIIOT CEPhE3HYI0 ONAcCHOCTh
HOPMAaJIbHOMY TICHXOJIOTUYeCKOMY M HPaBCTBEHHOMY Pa3BUTHIO HECOBEPLICHHOJETHHX,
YTO BBI3BIBAET HEOOXOJMMOCTD 3aIUTHI AAHHBIX JIMI OT MOJOOHBIX MOCATaTeNbCTB. BHe -
peHre OEeHCTBEHHBIX MEXaHHW3MOB BBIBICHUS M NPENOTBPAILCHHS Pa3BpaIlCHUs HECO-
BEPILICHHOJETHUX Yepe3 BCEMUPHYIO CETh MO3BOJIUT 3alIMTUTH MOApAcTaloliee MOKoje-
HHUE OT NPEXKICBPEMECHHON CEKCYaTU3alliK U €€ HETaTUBHBIX TOCIEACTBUH.

Bo Bpems ucciaenoBaHus MEXaHU3Ma COBEPIICHUS Pa3BpallleHUs HECOBEPILECHHOCT-
HUX C WCIIOJIb30BAaHHEM BCEMHUPHOH CETH, aBTOPBI BHIICIWIH CIEAYIOUIHNE MEPOIPHUITUS
M0 PEAOTBPAILECHHUIO JAHHBIX MPECTYIUICHUI:

1) poauTensCKuit KOHTPOIIb 32 KPyroM o0meHus peOeHKa BO BCEMUPHOU CETH;

2) npuMeHEHHE KOMIBIOTEPHBIX mporpaMMm «PoanTensckuil KOHTposb», «Kubep-
HsHsI», «HucTeiii IHTEpHET» B JOMAIIHUX YCIOBUAX M B UTPOBBIX HHTEPHET-KITy0ax;

3) HeO0OXOAMMOCTh BBIPAOOTKH Mep, MO3BOJISIFOLINX OPAHHYHMBATH CO3/IaHUE MHOXKE-
CTBa MHTEPHET CTPAHUI] OJHUM MOJb30BaTENIEM, B LIEISIX MUHUMU3ALMH TTOSIBICHUS CTpa-
HUII, CO3/IaHHBIX JUISl peallM3aliy MPECTYIHOTO yMbIcia. Hampumep, monTBep keHne aK-
KayHTa B COLMAIBHBIX CETSX MYTEM €ro PerucTpaldy 4yepe3 MOpTal ToCcyAapCTBEHHBIX
YCIIYT.

Tak»e aBTOPBI CUMTAIOT 1I€JIeCO00pa3HbIM JOMOMHUTE CT. 135 YK P® kBanuduiu-
PYIOIIMMHU TIPU3HAKAMH, MPEIyCMAaTPUBAIOIIMMH OTBETCTBEHHOCTH 32 COBEpIICHHE pa3-
BpPAaTHBIX ACWCTBUHM C HCIOJIb30BAaHHEM IOPHOIpaMUECKUX MAaTEpHaIOB U CKIOHEHHE
JeTel K JeHCTBUSIM CEKCyaJbHOTO XapaKTepa, COBEPIIEHHOE C TIOMOLIbIO KOMIBIOTEPHBIX
CUCTEM WJIM TEJICKOMMYHHUKAIIMOHHBIX ceTeid. Takoe MoiokeHHue MO3BOJIUT U30eKaTh BO-
npoca HeOOXOIUMOCTH JAOTIOIHUTENBHON KBanudukauuu 1o ct. 242 YK PO, taxke Takoi
BapUaHT PerJIaMeHTAlH OyJIEeT MOJIHO OTpa)kaTb OOBEKTHBHYIO CTOPOHY MPECTYIICHUS,
npexycMoTpeHHoro cT. 135 YK P®.
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The article is devoted to the analysis of one of the crimes that infringe on sexual immunity of minors - acts
of sexual abuse through the use of Internet resources. The mechanisms of committing acts of sexual abuse
against persons under the age of sixteen years through the use of Internet are considered. The questions of
qualification of acts of sexual abuse through the use of Internet are investigated. The main problems of identi-
fying such criminal acts for bringing to responsibility and developing means of protection against them, as
well as possible ways to resolve them, are outlined.
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